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Cryptography in Modern Society
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Old Cryptography %
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Special technology used by limited purposes

Contemporary Cryptography
. : Daily used technology

Cryptography is fundamenfal +echnologv
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History of Public-Key Cryptography
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RSA (widely used in such as SSL, integer factorization problem)
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widely used  Elliptic Curve Cryptography (short keys, used in embedding devices)

Pairing-based cryptography (novel crypto protocols)

some products, some standardizations
Post-quantum cryptography

(code-based, lattice-based, multivariate polynomial based, etc)
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Security Evaluation Cycle
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\ How about this attack?
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Example of RSA public key
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Current record for factoring integers

« January 2010, 768 bits, 1500 CPU years, Aoki et al.

« 1230186684530117755130494958384962/72077285356959533479
219732245215172640050726365751874520219978646938995647
494277406384592519255732630345373154826850791702612214
291346167042921431160222124047927473779408066535141959
7459856902143413

§é4780716989568987860441698482126908177047949837137685
689124313889828837938780022876147116525317430877378144
67999489

X
367460436667995904282446337996279526322791581643430876
426760322838157396665112792333734171433968102700927987
36308917
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Cryptography Research and
Evaluation Committees in Japan

CS>CRYPTREC  nttp://iwww.cryptrec.go.jp/

Cryplography Research and Evaluation Committees

= JAPAMESE

=" About CRYPTHEC

=* Organization of CRYPTREC

History of CRYPTREC

CRYPTREC

Cryptography Sesearch and Evaluation Committees

CRYPTREC Report

=* Technical Report
1.About CRYPTREC

., eGovernment CRYFTREC iz an abbrewiation of Crwptography Research and Ewvaluation Committees,
" Recommended Ciphers List and it refers to & project to evaluate and monitor the security of e-Government
TSI recommended ciphers, as well as to examine the establisbment of evaluation

=" Recommended Ciphers criteria for cryvptozraphic modules.

It conziztz of the CRYPTREC Advisory Board for Cryptographic Technolozy

. [Guide to Related Organizations (chairperson, Hideki Imai; a professor at Chuo Universitw), which iz jointly
const ituted by the Ministry of Internal &ffairs and Commonication (MIC) and the
Miniztry of Economy, Trade and Industry (WMETI); the Cryptographic Scheme Comittee
fchairperson. Hideki Imai; a professor at Chuo University)., the Crvptozraphic
Module Committee (chairperson, Maofumi Honma; an associate professor at Tohoku
University), and the Cryptozraphic Operation Committee (chairperson, Tsutomu
Matsumoto: a professor at Yokohama Mational Uniwersitw), which are jointly
const ituted by the Mational Institute of Information and Communication Technology
(MICT) and the Information-technology Promotion dgency, Japan (IP&).
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Estimation for Key Length of RSA
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Primitives of Public-Key Cryptography
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RSA (widely used in such as SSL, integer factorization problem)

»
»

widely used  Elliptic Curve Cryptography (short keys, used in embedding devices)

Pairing-based cryptography (novel crypto protocols)

some products, some standardizations
Post-quantum cryptography

(code-based, lattice-based, multivariate polynomial based, etc)

morphic encryptio aps

research phase
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Pairing-Based Cryptography

Previous Schemes
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Standardization

|[ETF (Internet Engineering Task Force) SO
« RFC5091 (2008): Identity-Based Cryptography Standard #1 l1ETF
« RFC6508 (2012): Sakai-Kasahara Key Encryption

4‘* I E E E

|[EEE (Institute of Electrical and Electronics Engineers)
Advancing Technolo
» |EEE P1363.3: Identity-Based Public Key Cryptography for Humaniy

ISO/IEC JTC 1/SC27
* ISO/IEC 15946-5:2009: part 5 Elliptic Curve Generation
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Project with Industry and Government
FUﬁTSU N@’F%%’E%ﬁgamm %;{,/(é KYUSHU UNIVERSITY

How secure Is pairing-based cryptography?
The discrete logarithm problem (DLP) over finite field GF(p")
“find the smallest non-zero integer such that g* = a”

We solved the DLP of 923 bits.
New world record !

Cryptanalysis Data

« Total computation time: 148.2 days
* Intel Xeon cluster: 21 pc (252core) ;
e 102 years using one core. | il

Computers used for our cryptanalysis
o ;nslirhale of Mathematics
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Example of Cryptoanalysis
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World Records of DLP
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Achievements

6 newspapers

1 TV report, 1 radio interview

More than 100 news articles on Web
9 invited talks, 6 invited papers
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(Top-conference in crypto: acceptance ratio 0.17)
Docomo Mobile Science Prize 2013
IEICE Achievement Prize 2013

JSPS Prize 2014
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Conclusion

» Cryptography is further devolving

- searchable encryption, privacy issue, obfuscation

* Everlasting security evaluation Is required
- computational over-limit of expected attackers
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Thanks!
Q&A
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